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t. Originator 2. Log Date: 3. CCR #: 4.Rev: | 5. Tel: 6. Rm #: | 7. Depi.

Rajesh Dharia /’/ / /_/ / 0() OO-— 0 3 "0 ~""| (301} 925-0498 | 3204E Rel. Dev

8. CCR Title: Install security patch104489-11 én ail Sun machines in IDG ceil

9. Originator Signature/Date 10. Class 11. Type: 12. Need Date: 4/10/00

Ry Yo 3/ /oo IN oo

13. Office Manager Signature/Date o .; | 14. Category of Change: 15. Priority: (If "Emergency”
S B> S qu / : i Rautine
16. Documentation/Drawing5 Impacted: 17. Scheduie 18. Cl(s) Affected:
NAA Impact:
N/A
18. Release Affected by this Change: 20. Date due to Customer: | 21. Estimated Cost:
SA, 5B None - Under 100K

22. Source Reference: [ JNCR (attach) [JActionitem [ JTech Ret. [JGSFC [X]Other:
CCmail attached

23. Problem: {use additional Sheets if necessary)
A new security bulletin was issued by sun regarding a problem in CDE which can cause a security vulnerabilities (root access). The
patch that corrects this is 104483-11. This was brought to our attention by GSFC and also through the SUN bulletin.

24. Proposed Soiution: {use additionai sheets if necessary)

Install security patch 104482-11 (CDE) in IDG cell for all sun machines namely, clydes, minotaur, sdps1, and miami, Patch resides at
/net/lemmings/dataQ/CM_INBOX/104489.tar.Z The cksum output is 1067394766 1446902 104489-11.tar.Z This patch along with the
other two 108205-01 and 108288-02 should fill the security hole when using CDE.

Note: This patch need to be added in to the master bundle for SUN patches.

25, Alternate Solution: (use additional sheets if necessary)
N/A

26. Consequences if Change(s) are not approved: (use additionat sheets if necessary}
A problem in CDE which can cause a security vulnerabilities (root access) without this patch.
This security patch bundle is planned o be delivered 10 all DAACs as soon as possibie

27. Justification for Emergency {lf Block 15 is “Emergency”):

28. Site(s) Affected: DAeDF [Ipve [Ovatc [Jepc [ GsFc Dlarc [Onsinc [Clsmc [(Jak [JupL
[eoc [11DG TestCell  [1Other

29. Board Comments: 30. Work Assigned To: | 31. CCR Closed Date:
= KATsC

32. EDF/SCDV CCB Chair (Sign{Dg!g): Dispositigh: Approved App/Com. Disapproved Withdraw Fwd/ESDIS ERB

/&ﬂ: - _,j%/ 45— Qoot Fwi/ECS

33, M&QO GCB Chair (Sign/Date): Disposition: Approved App/Com. Disapproved Withdraw Fwd/ESDIS ERB
Fwd/ECS

34. ECS CCB Chair (Sign/Date): Disposition: Approved App/Com. Disapproved Withdraw Fwd/ESDIS ERB
Fwd/ESDIS

CMO1JADC ECS/EDF/SCDV/M&Q
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